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QUESTION NO: 1
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Settings to configure in Azure AD: |Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Set‘tings to conﬁgure in Intune: Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

Answer:
Answer Area

Settings 1o configure in Azure AD: Device settings

Organizational relationships
User settings

Settings to configure in Intune: |Device compliance

evice configuration
Device enrollment |

sy e i T e i

Mobile Device Management Authority

Explanation:
Settings to configure in Device settings _
Azure AD: Mobility (MDM and MAM)

Organizational relationships
User settings

Settings to configure in

Intune: Device compliance
Device configuration
Device enrollment

Mobile Device Management Authority

Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll
Topic 1, Contoso, LtdOverview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch

offices in Seattle and New York.
Ti}e company has the employees and devices shown in the following table.

Montreal 2,500 2,800
Seattle 1,000 1100
M"l’ﬂ!k 300 320
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Contoso recently purchased a Microsoft 365 ES subscription.

Existing Environment

Requirement

The network contains an on-premises Active Directory forest named contoso.com. The forest
contains the servers shown in the following table.

sl B - Configuration - v S
3 : T = i d ol

Domain

Server? Member server

Server3 Network Policy Server (NPS) server

Serverd Remote access server

ServerS | Microsoft Azure AD Connect server

All servers run Windows Server 2016. All desktops and laptops are Windows 10 Enterprise

and are joined to the domain.

The mobile devices of the users in the Montreal and Seattle offices run Android. The mobile

devices of the users in the New York office run iOS.

The domain is synced to Microsoft Entra ID (Microsoft Entra ID) and includes the users
shown in the following table.

Application administrator -

Global administrator _ 2L
Intune administrator

The domain also includes a group named Group1.

Planned Changes

Contoso plans to implement the following changes:

*Implement Microsoft 365.

*Manage devices by using Microsoft Intune.

*Implement Microsoft Entra IDvanced Threat Protection (ATP).

*Every September, apply the latest feature updates to all Windows computers. Every March,

apply the latest feature updates to the computers in the New York office only.

Technical Requirements

Contoso identifies the following technical requirements:

*When a Windows 10 device is joined to Microsoft Entra ID, the device must enroll in Intune

automaticity.

*Dedicated support technicians must enroll all the Montreal office mobile devices in Intune.

*User1 must be able to enroll all the New York office mobile devices in Intune.

*Azure ATP sensors must be installed and must NOT use port mirroring.

*Whenever possible, the principle of least privilege must be used.

Valid MS-102-KR exam guide torrent, MS-102-KR exam preparation materials, MS-102-KR test prep file
https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html



https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html

MS-102-KR Real Exam Preparation Materials | MS-102-KR Exam Prep - ITCertMagic

*A Microsoft Store for Business must be created.

Compliance Requirements

Contoso identifies the following compliance requirements:

*Ensure that the users in Group1 can only access Microsoft Exchange Online from devices
that are enrolled in Intune and configured in accordance with the corporate policy.
*Configure Windows Information Protection (W1P) for the Windows 10 devices.

QUESTION NO: 2

01 MH{0l| Azure ATP MME Mx|5Hok & LI7t?

A. MHi 1

B. AMH{2

C. MH 3

D. M 4

E. MH{5

Answer: A

References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning
However, if the case study had required that the DCs can 't have any s/w installed, then the
answer would have been a standalone sensor on Server2. In this scenario, the given answer
is correct. BTW, ATP now known as Defender for Identity.

QUESTION NO: 3

21 ol EMle s AlLIEIRE MAlSte el A & st LIt ZF EXols Al

E“% SMHE = Ae IRE H7"’°”0| ZEE|o] ALt dE XM MEol= HEHo| F 7Y
ol = Qlom, HEO| gl BEA MEX JU&LC.

ol &!E'CHIA‘I HZ0| Feet Fol= s EELR Sotd = ei&LICH [EtAM Ol HEER

AE 3ol LIEtLEX] E’QQL—IEP.

H E 2|3 0{l= Microsoft Entra ID(Microsoft Entra ID)2 S 7|&HE! contoso.comO|2H= Active

Directory =H|l0| &Lt

Windows 10 & x|= Microsoft System Center Configuration Manager(31xi £71)& AI&35}04

e = UsLct

35 oelE fet R 23S FEELICH

T H@lof Device10|2t= A & X[E F7HELICE Device10d Configuration Manager

Zcl0|HEE MX|ELICH.

Microsoft Intune & Configuration ManagerE AF&735t0{ Device12 ZE|& = A=X| & elsl o

ghLlct

&2 ¥ Configuration Manager & x| ZA3lMg st Mo 2 Mo ghL|ct. siY

Z= Moi| Device1E F7H&FLICH

O|7Zdo| SEE FEELIM?
A. of

B. OtL|R
Answer: A
Explanation:

Device1 has the Configuration Manager client installed so you can manage Device1 by using
Configuration Manager. To manage Device1 by using Microsoft Intune, the device has to be

OII
3 s
o
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enrolled in Microsoft Intune. In the Co-management Pilot configuration, you configure a
Configuration Manager Device Collection that determines which devices are auto-enrolled in
Microsoft Intune. You need to add Device1 to the Device Collection so that it auto-enrols in
Microsoft Intune. You will then be able to manage Device1 using Microsoft Intune. Reference:
https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable

QUESTION NO: 4
HET QT AMEE SEFsedH T
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X  Conditions Device state (preview)

@ s [ i Bl O info

-

Name z Configure @

& Sign-in risk @
: - 9 : S
| Policy Mot configured Yes

Include Exclude
>

Select the device state condition used to exclude

Assignments

Userz and groups @

> devices from palicy.
Locations @
0 users and groups selected i by
Not configured “:‘ Device Hybrid Azure AD joined @ |
Cloud apps @ 5
1 app included Client apps (preview) @ S “:‘ Device marked as compliant @ |
Mot configured
Cenditions @ >
0 conditions selected Device state (preview)@ 4

Not configured

Access controls

Grant @ 5
Block access

Sezzian @

R >
0 controls selected

Enable policy

Answer:
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Device state (preview)

[ Bl
* Mame
[ Policy1
Assignments
r L |
| Users and groups @ > 1
| ©users and groups selected |
-1

Cloud apps @

1 app included

Cenditions @

0 conditions selected

Access controls

Grant @

Block access

Enable policy

Conditions
ﬂ Infa
Sign-in risk @

Not configured

Device platfarms @
Not configured

Locations @
Mot configured

Client apps (preview) @
Not configured

Device state [preview)@

Mot configured

O nfo

Configure @

Include Exclude

Select the device state condition used to exclude
devices from palicy.

“:‘ Device Hybrid Azure AD joined @ |

“:‘ Device marked as compliant @ |

Explanation:
Suggested answer:

Palicy)
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1445 AF S SUDE n
0 uier: and groups sebected

Condions }
0 conditions selected
ACORES COnTrols
o .
pY
B Bt
P

o
Paot i
L S ]
t configused
o
Mot gtaed

Configure B
&
I M

Select b deviie shabe comdifion used o exchade
devioes from polay
Device b

Valid MS-102-KR exam guide torrent, MS-102-KR exam preparation materials, MS-102-KR test prep file
https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html



https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html

MS-102-KR Real Exam Preparation Materials | MS-102-KR Exam Prep - ITCertMagic

References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

QUESTION NO: 5

User10| 7|& QTP ME S SF5EE YX|E S5 + UL S sfioF Lict o{2H sHok
8

A. Microsoft Entra ID 2| ME{0|A User10{H Ect*E= 7'<| 2[R HEHE 2o{FLICt
B. Microsoft Entra ID & 2| ME{0|A AF2 RS %|CH & x| & MM RAASFL|CH

C. Intune Z2| ME{0M User12 & x| S5 X2 FI}E L—I Ct.

D. Intune Z2| ME{o|M S5 X &S FHELICH.

Answer: C

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-
enrollment-manager

QUESTION NO: 6

04 A B{0i| A Defender for ID MME Ab235H0F B L|7F?

A. M1

B. M2

C. AMH3

D. M4

E. M5

Answer: A

Explanation:

However, if the case study had required that the DCs can 't have any s/w installed, then the
answer would have been a standalone sensor on Server2. In this scenario, the given answer
is correct. BTW, ATP now known as Defender for Identity.
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B. OfLIR

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to
Microsoft Entra ID (Microsoft Entra ID) So the co-management path1 - Auto-enroll existing
clients 1. Hybrid Microsoft Entra ID 2. Client agent setting for hybrid Microsoft Entra ID-join 3.
Configure auto-enrollment of devices to Intune 4. Enable co-management in Configuration
Manager https://docs.microsoft.com/en-us/mem/configmgr
/comanage/tutorial-co-manage-client

QUESTION NO: 8
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New York: Y
6 months
18 months
24 months
30 months

S years

Answer:
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Seattle: Y
6 months
18 months

_____ 1 |

24 months

30 months
5 vears

New York: Y
6 months

24 months
30 months
> years

Explanation:
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Seattle:

New York: Y

30 months

S vears

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature
Updates:

Serviced for 18 months from release date September Feature Updates: Serviced for 30
months from release date References:
https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-
updates-windows-10

QUESTION NO: 9

Windows 10 & |01l CH&t Intune 2T AL SEsHof g LICt.
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Settings to configure in Azure AD:

Settings to configure in Intune:

Answer:

Settings to configure in Azure AD:

Settings to configure in Intune:

Explanation:

Settings to configure in Azure AD:

Settings to configure in Intune:

References:

i 4

Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

== |

Orgamzatlonal relatlonshlps
User settings

Device compliance
Devlce configuration

‘vIoblle Device Management Authority

v

Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Device compliance

Device configuration

Device enrollment |
Mobile Device Management Authority

https://docs.microsoft.com/en-us/intune/windows-enroll

QUESTION NO: 10
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Microsoft Store for Business& BtE0{0F & LICt. O A A}7F AEO{E BHE = ULIR?
A. AEXt2

B. AtS%}3

C. AHERt4

D. AHEXt5

Answer: C

References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-
business

QUESTION NO: 11

R 7I=xt7t 2ECI2 AT A 2HY 7|7]0f et 7= RF MEE SFE = UK
ztolsfoF & L|C}.

|t R MH XY 7lERise E HALIM?

A.1

B. 4

C.7

D. 31

Answer: B

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-
enrollment-manager
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Answer: C

Topic 2, A. DatumCase Study:
Overview

Existing Environment

This is a case study Case studies are not timed separately. You can use as much exam time
as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete
all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
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you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements. When you are ready to answer a question, click the Question button to
return to the question.

Current Infrastructure

A). Datum recently purchased a Microsoft 365 subscription.

All user files are migrated to Microsoft 365.

All mailboxes are hosted in Microsoft 365. The users in each office have email suffixes that
include the country of the user, for example, user1@us.adatum.com or
user2#uk.ad3tum.com.

Each office has a security information and event management (SIEM) appliance. The
appliances come from three different vendors.

A). Datum uses and processes Personally Identifiable Information (PII).

Problem Statements

Requirements

A). Datum entered into litigation. The legal department must place a hold on all the
documents of a user named User1 that are in Microsoft 365.

Business Goals

A). Datum warns to be fully compliant with all the relevant data privacy laws in the regions
where it operates.

A). Datum wants to minimize the cost of hardware and software whenever possible.
Technical Requirements

A). Datum identifies the following technical requirements:

Centrally perform log analysis for all offices.

Aggregate all data from the SIEM appliances to a central cloud repository for later analysis.
Ensure that a SharePoint administrator can identify who accessed a specific file stored in a
document library.

Provide the users in the finance department with access to Service assurance information in
Microsoft Office

365.

Ensure that documents and email messages containing the Pll data of European Union (EU)
citizens are preserved for 10 years.

If a user attempts to download 1,000 or more files from Microsoft SharePoint Online within 30
minutes, notify a security administrator and suspend the user ' s user account.

A security administrator requires a report that shows which Microsoft 36S users signed in
Based on the report, the security administrator will create a policy to require multi-factor
authentication when a sign in is high risk.

Ensure that the users in the New York office can only send email messages that contain
sensitive US. PIl data to other New York office users. Email messages must be monitored to
ensure compliance. Auditors in the New York office must have access to reports that show
the sent and received email messages containing sensitive U.S. PII data.

QUESTION NO: 13
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EU PIl GIO|E{of CHE 7|&=X 2T Ateh & SFsHok gfLich

FAU2 trEo{ok EH2?

A 2ot Y & | ME|o] E& HA LI

B. Exchange 2| ME{S| 2 & %A

C. Exchange Z 2| ME{Q| HIO|E{ &4l & X|(DLP) &4

D. 2ot U R F4 2| MEfo| Clo|E RE YXI(DLP) &

Answer: A

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies EU PlII
wants both documents and email message to be preserved so S & C Admin Center for
Retention. If this was for Email only, this probably could have been done in EAC.

QUESTION NO: 14
dreol 97 NS SEsio HLIC

gotdl e & 22| e = M2 s=&atoF 5t= M| 7HK| &2 FUJULIIN?
CHE 524 2F %—.Oﬂkl Y S B Po 2 0|Sst SHIE =ME YEFLICH
Actions Answer Area

Create a data loss prevention (DLP) policy.

Create an eDiscovery case.

Create a label.

Run a content search.

Create a label policy.

Create a hold.

Assign eDiscovery permissions.

Publish a label.
Answer:
Actions Answer Area
Crgatg aaaai Iass_prgve_ntiEnEDEPTPEHC_F_ | Assign eDiscovery permissions.
'Eriatg an. EEiSEUY.ETE case. Create an eDiscovery case.
\Createalabel. Create a hold.

Create a label policy.
| Create a hold.

| Assign eDiscovery permissions.

e R . T e e L e R R -

{ Publish a label.

Explanation:
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Assign eDiscovery permissions.

Create an eDiscovery case.

Create a hold.

References:
https://www.sherweb.com/blog/ediscovery-office-365/

QUESTION NO: 15
Zle™d 27 MEE SF5tcdH 0= PII C|o[EHE 25 5ok #fLct.
FAUE BHS0{0F ENR7?

=09l ofl ol Z & 5He ClOIE| &4l W X|(DLP)
B. RIZt3t ClOJE{7H ZE & ZHAE AXlsts Bot U A &4 HE MM
C. 23S zfste B U nH &+ 31 YA
D. AEXt RHHL|E Z &5t H|O|E &4 BX|(DLP) A
Answer: A

QUESTION NO: 16

Sot pha|xiol 7 s MAlSHOF BLICH ST SHZMS 712 27 A S SFsot
gfLICH.

FH Aol LS ZEEHoF €7

A. Microsoft Entra ID(Microsoft Entra ID) T8+ /= ID &2

B. 00|22 A X E AHEZ} ID(Microsoft Entra ID) &3 25

C. Microsoft Entra ID(Microsoft Entra ID) 2715 HAM|A &Y

D. Microsoft Entra ID(Microsoft Entra ID) 215 %

Answer: B

References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-
conditional-access- conditions#sign-in-risk states clearly that Sign-in risk

QUESTION NO: 17
SharePoint Zt2|Xt2| 7| @7 AIE S
Erol M A SME MENFHA £
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From the Security & Compliance admin center,
perform a search by using:

¥

Audit log
Data governance events
DLP policy matches

eDiscovery
Filter by: b4

Activity

Detail

Item

User agent

Answer:
From the Security & Compliance admin center, | _ _ _ _ _ Y

Audit log

perform a search by using:

— o — e

Data governance events
DLP policy matches

eDiscovery
Filter by: ¥
Activity
| Detail
|Item |
User agent
Explanation:
From the Security & Compliance admin center, E i
perform a search by using: Audit log

Data governance events
DLP policy matches

eDiscovery

Filter by:

b4

Activity
Detail
Item

User agent

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-

security-and- compliance#step-3-filter-the-search-results
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Answer: C

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies
This report also shows policy matches over time, like the policy matches report. However, the
policy matches report shows matches at a rule level; for example, if an email matched three
different rules, the policy matches report shows three different line items. By contrast, the
incidents report shows matches at an item level; for example, if an email matched three
different rules, the incidents report shows a single line item for that piece of content. Because
the report counts are aggregated differently, the policy matches report is better for identifying
matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.
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Minimum number of log collectors: [ v
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Answer:

Valid MS-102-KR exam guide torrent, MS-102-KR exam preparation materials, MS-102-KR test prep file
https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html



https://www.itcertmagic.com/Microsoft/real-MS-102-KR-exam-prep-dumps.html

MS-102-KR Real Exam Preparation Materials | MS-102-KR Exam Prep - ITCertMagic

Minimum number of data sources:

i
Gﬁ.'w!h-

Minimum number of log collectors: [ v

Explanation:

Minimum number of data sources: Y

(o)

Minimum number of log collectors: [ ¥

oy el -

References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker
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D. Microsoft Cloud App Security2| &5 &4

Answer: D

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts
Topic 3, Litware Inc.Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time
as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete
all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements. If the case study has an All Information tab, note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

General Overviews

Litware, Inc. is a technology research company. The company has a main office in Montreal
and a branch office in Seattle.

Environment

Existing Environment

The network contains an on-premises Active Directory domain named litware.com. The
domain contains the users shown in the following table.

Name Office
User1 Montreal
User? Montreal
User3 Seattle
Userd Seattle

Microsoft Cloud Environment

Litware has a Microsoft 365 subscription that contains a verified domain named litware.com.
The subscription syncs to the on-premises domain.

Litware uses Microsoft Intune for device management and has the enrolled devices shown in
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the following table.

Name Platform
Device1 Windows 10
Device2 Windows 8.1
Device3 MacOS
Device4d 10S
Deviced Android

Litware.com contains the security groups shown in the following table.

Name Members
UserGroup1 All the users in the Montreal office
UserGroup?2 Allthe users in the Seattle office
DeviceGroup1 All the devices in the Montreal office
DeviceGroup?2 All the devices in the Seattle office

Litware uses Microsoft SharePoint Online and Microsoft Teams for collaboration.

The verified domain is linked to an Microsoft Entra ID (Microsoft Entra ID) tenant named
litware.com. Audit log search is turned on for the litware.com tenant.

Problem Statements

Litware identifies the following issues:

Users open email attachments that contain malicious content.

Devices without an assigned compliance policy show a status of Compliant.

User1 reports that the Sensitivity option in Microsoft Office for the web fails to appear.
Internal product codes and confidential supplier ID numbers are often shared during
Microsoft Teams meetings and chat sessions that include guest users and external users.
Requirements

Planned Changes

Litware plans to implement the following changes:

Implement device configuration profiles that will configure the endpoint protection template
settings for supported devices.

Configure information governance for Microsoft OneDrive, SharePoint Online, and Microsoft
Teams.

Implement data loss prevention (DLP) policies to protect confidential information.

Grant User2 permissions to review the audit logs of he litware.com tenant.

Deploy new devices to the Seattle office as shown in the following table.
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Name Platform
Deviceb Windows 10
Device’? Windows 10
Device8 10S
Device9 Android
Device10 Android

Implement a notification system for when DLP policies are triggered.

Configure a Safe Attachments policy for the litware.com tenant.

Technical Requirements

Litware identifies the following technical requirements:

Retention settings must be applied automatically to all the data stored in SharePoint Online
sites, OneDrive accounts, and Microsoft Teams channel messages, and the data must be
retained for five years.

Emails messages that contain attachments must be delivered immediately, and placeholder
must be provided for the attachments until scanning is complete.

All the Windows 10 devices in the Seattle office must be enrolled in Intune automatically
when the devices are joined to or registered with Microsoft Entra ID.

Devices without an assigned compliance policy must show a status of Not Compliant in the
Microsoft Endpoint Manager admin center.

A notification must appear in the Microsoft 365 compliance center when a DLP policy is
triggered.

User2 must be granted the permissions to review audit logs for the following activities:

- Admin activities in Microsoft Exchange Online

- Admin activities in SharePoint Online

- Admin activities in Microsoft Entra ID

Users must be able to apply sensitivity labels to documents by using Office for the web.
Windows Autopilot must be used for device provisioning, whenever possible.

A DLP policy must be created to meet the following requirements:

- Confidential information must not be shared in Microsoft Teams chat sessions, meetings, or
channel messages.

- Messages that contain internal product codes or supplier ID numbers must be blocked and
deleted.

The principle of least privilege must be used.
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Supported devices:

Dewvice1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Device5

Device1, Device2, Device3, Device4, and Deviceb

Number of required profiles: v

N & Wi =

Answer:

Supported devices: v

Device1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Deviceb

Device1, Device2, Device3, Device4, and Device5|

Number of required profiles: v

Nl W N —

Explanation:
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Supported devices: v

Device1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Device5

Device1, Device2, Device3, Device4, and Device5

Number of required profiles: v

th & =

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create
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Answer: A

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-
policy?view=0365-worldwide
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Answer: D
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-
policies?view=0365- worldwide
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Answer: D
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https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-
365/security/office-365-security

/safe-attachments.md
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Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool. v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

Answer:
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Role group: v
Reviewer

Global reader

Data Investigator

)
3
=
2
)
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D
5

SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

Explanation:

Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool: v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-

and-compliance?
view=0365-worldwide
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Answer: D
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
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Answer: B
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-
onedrive-files?
view=0365-worldwide
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Configure: v

Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup?2
Answer:
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Configure: v

Group: | v
UserGroup1_
|UserGroup2 |
DeviceGroup1
DeviceGroup?2
Explanation:
Configure: v

Device configuration profiles Enrollment restrictinns'
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup?2
DeviceGroup1
DeviceGroup2
Reference:

https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
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Answer Area

Policy type: I Retention o i
Label

Auto-labeling

Mumber of required policies: 2

-

Answer:
Answer Area

Policy type: | Retention |
Label

Retention

Auto-labeling

Mumber of required policies: 2

.

2

Explanation:
Answer Area

Policy type: Retention i

Number of required policies: 2 *

Topic 4, FabrikamOverview

Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has
10,000 employees worldwide.

Fabrikam has a main office in London and branch offices in major cities in Europe, Asia, and
the United States.

Existing Environment

Active Directory Environment

The network contains an Active Directory forest named fabrikam.com. The forest contains all
the identities used for user and computer authentication. Each department is represented by
a top-level organizational unit (OU) that contains several child OUs for user accounts and
computer accounts.

All users authenticate to on-premises applications by signing in to their device by using a
UPN format of username@fabrikam.com.

Fabrikam does NOT plan to implement identity federation.
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Network Infrastructure

Each office has a high-speed connection to the Internet.

Each office contains two domain controllers. All domain controllers are configured as DNS
servers.

The public zone for fabrikam.com is managed by an external DNS server.

All users connect to an on-premises Microsoft Exchange Server 2016 organization. The
users access their email by using Outlook Anywhere, Outlook on the web, or the Microsoft
Outlook app for iOS. All the Exchange servers have the latest cumulative updates installed.
All shared company documents are stored on a Microsoft SharePoint Server farm.
Requirements

Planned Changes

Fabrikam plans to implement a Microsoft 365 Enterprise subscription and move all email and
shared documents to the subscription.

Fabrikam plans to implement two pilot projects:

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved
to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams will be enabled in
Microsoft 365 for the sales department users.

Fabrikam plans to create a group named UserLicenses that will manage the allocation of all
Microsoft 365 bulk licenses.

Technical Requirements

Fabrikam identifies the following technical requirements:

All users must be able to exchange email messages successfully during Project1 by using
their current email address.

Users must be able to authenticate to cloud services if Active Directory becomes unavailable.
A user named User1 must be able to view all DLP reports from the Microsoft Purview
compliance portal.

Microsoft 365 Apps for enterprise applications must be installed from a network share only.
Disruptions to email access must be minimized.

Application Requirements

Fabrikam identifies the following application requirements:

An on-premises web application named App1 must allow users to complete their expense
reports online.

App1 must be available to users from the My Apps portal.

The installation of feature updates for Microsoft 365 Apps for enterprise must be minimized.
Security Requirements

Fabrikam identifies the following security requirements:

After the planned migration to Microsoft 365, all users must continue to authenticate to their
mailbox and to SharePoint sites by using their UPN.

The membership of the UserLicenses group must be validated monthly. Unused user
accounts must be removed from the group automatically.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and
cloud-based applications automatically.

The principle of least privilege must be used.

QUESTION NO: 30
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Answer: C

Explanation:

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved
to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams & Skype for Business
will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and
cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their
mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to
authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable SSO to enable all users to be signed in to on-premises and cloud-based
applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

QUESTION NO: 31
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Answer: C

Explanation:

A user named User1 must be able to view all DLP reports from the Microsoft 365 admin
center.

Users with the Security Reader role have global read-only access on security-related
features, including all information in Microsoft 365 security center, Microsoft Entra ID, Identity
Protection, Privileged Identity Management, as well as the ability to read Microsoft Entra ID
sign-in reports and audit logs, and in Office

365 Security & Compliance Center.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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During Projectl, sales department users can access [answer choice] applications

I 4
by using SSO. §

both on-premises and cloud-based %
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users r
can access the resources [answer choice]. | 4

both on-premises and in the cloud

in the cloud only

on-premises only
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Answer Area

During Projectl, sales department users can access [answer choice] applications v
by using SSO.

E both on-premises and cloud-based E
|_anly cloud-based. _
only on-premises |

If Active Directory becomes unavailable during Projectl, sales department users

can access the resources [answer choice]. |
both on-premises and in the cloud
, in the cloud only !
on-premises only
Explanation:
Answer Area
During Projectl, sales department users can access [answer choice] applications | v |
by using SSO. =
¥ 9 both on-premises and cloud-based
only cloud-based
only on-premises
If Active Directory becomes unavailable during Projectl, sales department users T =

can access the resources [answer choice].
both on-premises and in the cloud

in the cloud only
on-premises only

Box 1: only on-premises

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in
the cloud, the Sales department users can access only on-premises applications by using
SSO.

In the exhibit, directory synchronization is enabled and active. This means that the on-
premises Active Directory user accounts are synchronized to Microsoft Entra ID user
accounts. If the on-premises Active Directory becomes unavailable, the users can access
resources in the cloud by authenticating to Microsoft Entra ID. They will not be able to access
resources on-premises if the on-premises Active Directory becomes unavailable as they will
not be able to authenticate to the on-premises Active Directory.

Box 2: in the cloud only

QUESTION NO: 33
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Answer: C
Explanation:
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When you add a custom domain to Office 365, you need to verify that you own the domain.
You can do this by adding either an MX record or a TXT record to the DNS for that domain.
Note:

There are several versions of this question in the exam. The question has two possible
correct answers:

Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following:

alias (CNAME)

Host (A)

host (AAA)

Pointer (PTR)

Name Server (NS)

host information (HINFO)

pointer (PTR)

Reference:
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-
at-any-dns- hosting-provider

Topic 5, Litware, IrkLitware, Irk. is a consulting company that has a

main office in Montreal and a branch office in Seattle?

Ltware collaborates with a third-party company named A. Datum Corporation.

The network of Litware contains an Active Directory domain named litware.com. The domain
contains three organizational units (OUs) named LitwareAdmins, Montreal Users, and Seattle
Users and the users shown in the following table.

Name ou |
;G;.”‘:* : '._|;.w-'-'.:"|"‘..-f‘:*{_-!r"4.'"*_~
Admin2 | LitwareAdmins
Admin3 LitwareAdmines
Admind | LitwareAdmins

The domain contains 2,000 Windows 10 Pro devices and 100 servers that run Windows
Server 2019.

Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise
E3 licenses and Microsoft Entra ID Premium P2 licenses.

The subscription contains a verified DNS domain named litware.com.

Microsoft Entra Connect Sync is installed and has the following configurations:

* Password hash synchronization is enabled.

* Synchronization is enabled for the UtwareAdmins OU only.

Users are assigned the roles shown in the following table.
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Name Role
Adminl Global Administrator
.:.‘-Lll"IH:; Helpdesk Afﬁr1'l" IStrator
Admin3 Security Administrator
Admind | User Administrator

Self-service password reset (SSPR) is enabled.

The Microsoft Entra tenant has Security defaults enabled.

Litware identifies the following issues:

* Admin1 cannot create conditional access policies.

* Admin4 receives an error when attempting to use SSPR.

* Users access new Office 365 service and feature updates before the updates are reviewed
by Admin2.

Litware plans to implement the following changes:

* Implement Microsoft Intune.

* Implement Microsoft Teams.

* Implement Microsoft Defender for Office 365.

* Ensure that users can install Office 365 apps on their device.

* Convert all the Windows 10 Pro devices to Windows 10 Enterprise ES.

* Configure Microsoft Entra Connect Sync to sync the Montreal Users OU and the Seattle
Users OU.

Litware identifies the following technical requirements:

* Administrators must be able to specify which version of an Office 365 desktop app will be
available to users and to roll back to previous versions.

* Only Admin2 must have access to new Office 365 service and feature updates before they
are released to the company.

* Litware users must be able to invite A. Datum users to participate in the following activities:
o Join Microsoft Teams channels,

o Join Microsoft Teams chats,

o Access shared files.

* Just in time access to critical administrative roles must be required.

* Microsoft 365 incidents and advisories must be reviewed monthly.

* Office 365 service status notifications must be sent to Admin2.

* The principle of least privilege must be used.

QUESTION NO: 34

EECIZ2 ASXH L AOHE AFEAF QU CHEH A& El 438 AHE 2 X|#8H =S Microsoft Entra
Connect SyncE T/d3toF g L|C}.

O{=! 7| sHoF EH?

A. Microsoft Entra Connect & 7|3t OFHALOIM S718F S M ALE X XI'H S MHEHFLICH

B. PowerShellol A Add-ADSyncConnectorAttnbuteinclusion cmdletS A& L|CH.
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C. PowerShell0{| A start-ADSyncSyncCycle cmdletE *'%E* L|C}.
D. Microsoft Entra Connect & 7|8t OF&AtO| A T O|M 2HE2|& MEHELICE

Answer: A

QUESTION NO: 35

Admind7} SSPRE A28 £ Q=X & F )

O{EH T E ALEdloF &7t2? 2|1 o 2dg ~&lisHoF &7l 2? CHE 5tE{d B
E

FAoM MAHEE SME MEISHAIR
IOALE: EE SHLE 1™ LIt
Answer Area
Action: Fnahle password writeback. v
Enable app registrations.
| Enable password hash synchronization.
 Disable password hash synchronization.
Took Azure AD Connect Bk
Azure AD Connect
| Synchronization Rules Editor
| Microsoft Entra admin center .
Answer:
Answer Area
ACHIOR:  Enahle password writehack. B4
~Epable app registrations. _ _ _
I 1 = ey == = — -
Enable password hash synchronization.
| Disable password hash synchronization.
Tool: _ Azyre AD Co o 2k
I
"—Sy-nc-hremia;len Rules-Eaitbr
| Microsoft Entra admin center
Explanation:
Answer Area

Action: | Enable password writeback.

Tool: Azure AD Connect ¥
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