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NO.1 Which two tools are used to help with traffic identification? (Choose two.)
A. network sniffer

B. ping

C. traceroute

D. route table

E. NetFlow

F. DHCP

Answer: AE

NO.2 Which step should be taken first when a server on a network is compromised?
A. Refer to the company security policy.

B. Email all server administrators.

C. Determine which server has been compromised.

D. Find the serial number of the server.

Answer: A

NO.3 Refer to the exhibit.

[nop,nop, TS wval 1991638787 ecr 4599252447, Tength 1363
[nop,nop, TS wal 1991638787 ecr 4599252447, length 1363

15:59:06.480202 Ip 10.10.10.10.http > 192.168.10.2,58320: Flags [.], seq 82080, ack 1, win 16416, options
15:59:06.480375 IP 10.10.10.10.http = 192.168.10.2.58320: Flags [.], seq =00, ack 1, win 16416, options

In the tcpdump output, what is the sequence number that is represented by XXXXX?
A. 82080

B. 82081

C. 83448

D. 83449

E. 98496

F. 98497

Answer: C

NO.4 When an IDS generates an alert for a correctly detected network attack, what is this event
called?

A. false positive

B. true negative

C. true positive

D. false negative

Answer: C

NO.5 What are four steps to manage incident response handling? (Choose four.)
A. preparation

B. qualify

C. identification

D. who

E. containment

F. recovery

G. eradication

H. lessons learned

Answer: A,C,EH
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